Abstract. This research is introducing an enhanced tight finite key scheme for quantum key distribution (QKD) protocol to authenticate multi-party system in cloud infrastructure. The main attraction is to provide a secure channel between a cloud client to establish a connection among them by applying the theories from Von Neumann and Shannon entropies and also Shor's algorithm. By generalizing these theories we will produce enhanced tight finite key scheme for quantum key distribution (QKD) protocol to authenticate multi-party system in cloud infrastructure. Hence we are using quantum channel and also quantum key distribution (QKD) together with BB84 protocol replacing common channel to distribute the key. We are proposing an authentication of multi-party Quantum Key Distribution(MQKD) protocol using an enhanced tight finite key scheme because it will involve a number of parties in cloud infrastructure. Significant of this research is to reduce the possibility of losing a private key by producing a high efficient key rate and attack resilient.
Introduction
Based on a report by Cyber Security, more organizations are changing to electronic government such as online-business and online banking which requires a stable security protection. This phenomenon triggered the needs a cost effective security of multiple users that ensure the safety communication across the nation. Besides that, we can foresee that cloud infrastructure is also on demand. The secure authentication is really needed. Therefore, a good possible solution to address this is by implementing tight finite key on authentication multi-party system in Quantum Key Distribution(QKD) Protocol.
QKD is one of the aspiring and tangible products available in the market. Generally, QKD is bounded more towards to the two-party system. Developing a multi -party system is a challenging research. However, QKD is vulnerable to distance and loss factors. Furthermore, quantum user authentication is lacking in basic QKD. This results QKD system meant to smaller scope. Our proposed solution is to make QKD realistic for a multiparty system with quantum user authenticated scheme using a tight finite key. The main features of the proposed scheme uses multiparty key and reduced consumption of quantum communication. Further, this research concentrates on analysis of key size by tight finite-key and security analysis with Quantum Bit Error Rate (QBER).
Authentication Scheme
Authentication is a well studied area. In basic idea authentication is a process of determining whether someone or something is, in fact, who or what it is declared to be.Today's transmission security relies on the unproven computational security. In every communication task, transmission of the data or information the security triad will be the main criteria to look into. It must have confidentiality, integrity and availability. Authentication is really needed in integrity. It has to ensure that data has not been changed due to an incident or malice. Here we can capture why authentication is a well studies area.
One standard cryptographic task is authentication. This is an important task to be done prior to communication that guarantees that the user identification and the origin of data is genuine because, if a malicious user masquerades as a legitimate user, the key distribution schemes and encryption schemes will be easily compromised.
Cloud Security
As a basic knowledge, cloud computing is services that can ease an organization to manage their network infrastructure. Data loss or unauthorized leakage to a third party is one of the biggest threats in the cloud computing arena. Cloud computing is a combination of various computing entities, globally separated, but electronically connected. As the geography of computation is moving towards corporate server rooms, it brings more issues including security, such as virtualization security, distributed computing, application security, identity management, access control and authentication. However, strong user authentication is important for cloud computing to ensure that only valid user have access to the server.
Literature review on some existing authentication schemes has been carried in order for highlighting the gap. Most of it is based on client-server architecture. The first remote user authentication schemes have been proposed by Lamport [1] in 1981, in which, the server stores the hashed value of a user's password. In Lamport's scheme, password table was used to verify the legitimacy of users, but if this password table is compromised, stolen, or modified by an unauthorized party, then the system could be partially or completely compromised [2] , [3] . Some more recent smart card based password authentication schemes have been proposed in [4] , [5] and many of the schemes have been broken as shown by [6] , [7] , [3] . Shoup-Rubin [8] proposed extension of Bellare-Rogaway model [9] which is based on three party key distribution protocol and smartcard is used to store the long term secret keys. In their scheme, smartcard is used to prevent the unauthorized party and it is assumed that smartcard is never compromised. So basically the scheme falls in one factor category as two factor schemes can be broken by compromising both the factors only. Liao et al. [10] tried to consolidate a number of passwords and smartcard based properties and proposed two factor smartcard and password authentication scheme. Cloud computing is a variant of client server architecture, where, thousands of clients use the same infrastructure at a large scale. Nevertheless, it needs stronger authentication than conventional client server inter-networking system. Lee et al [11] have proposed public key and mobile out of band based authentication for cloud computing. However, the scheme transmits data (e.g. ID, PW, and PKI) in a plaintext form which can be easily intercepted by the adversaries. In addition, their scheme does not care about data confidentiality, data integrity, user privacy and users are not allowed to change their password. As result, their scheme is not fit for real time cloud computing.
This phenomenon has triggers the needs of authentication technique involving multiple users that ensure the safety communication across the nation. As we can see from above literature, the existing authentication schemes still have a room for improvement. Thus, from there we found a gap to enhancethe existing schemes.Therefore, a good possible solution to address this issue by integrating the multi-party Quantum Key Distribution(MQKD) protocol with the PKI. This integration will involve the deployment of a tight finite key scheme to authenticate the cloud infrastructure involving multi user communication.
Quantum Cryptography (QC)
In the past two decades, the combination of quantum mechanics with cryptograph has produced a novel and interesting field named quantum cryptograph [12] . Modern cryptography which is widely used in computer networks relies on computational complexity. In other words, dawn of quantum computer with quantum algorithm culminates the end of modern cryptography. Quantum based security schemes can classify into two major divisions called single photon and entangled photon. A quantum entangled state is a correlated state between two particles such that result of measurement on Applied Mechanics and Materials Vol. 481 221 one particle affects the state of other particle that is physically separated from the measured particle. Quantum Cryptography utilizes the original characteristics of quantum mechanics such as superposition, entanglement and so on. Using these properties, some information can be secretly shared between users through a quantum channel. The information can be a key or a message. Quantum cryptography involving Quantum Key Distribution (QKD) protocols are used to share a key and Quantum Direct Communication (QDC) protocols are employed to send a message [13] . Quantum Key Distribution (QKD) is an active research with various protocol, scheme and application. In a meanwhile, the authentication domain in quantum cryptography is the hardest part due to its level of complexity. Despite all this, quantum cryptography is only used to solve the key distribution problem, not actually transmit any useful data. The strength of any cryptosystem depends on the difficulty than an eavesdropper faces in breaking in. Classical cryptography is no longer a secure communication method. Securing data and data communication is a top priority because the consequences of unsecure data can have grave effects on both the economy and national security. As for this research we are proposing to implement Multi Party Quantum Key Distribution (MQKD) as an aid to the process in authenticate the communication in a cloud infrastructure. The ultimate goal of quantum key distribution protocols is to provide the reliable parties, Alice and Bob with random, correlated, and private classical data, the key. To get into this, they have a quantum channel at their disposal, which is however to be assumed completely under the control of the adversary, Eve. This means that whatever quantum state Alice or Bob send through the channel, the output can be completely arbitrary, the only restriction is consistent with quantum mechanics. In addition to the quantum channel, the reliable parties can make use of a public, classical channel, which is assumed to be authentic, by mean, it cannot be alter or forge messages.
Proposed Methodology
We acknowledge the communication between clouds client and cloud provider will be via channel. It is a critical problem to assure whether the channel is reliable and have an appropriate authentication technique. As we know, there is a potential hazard that someone will intercept the data being read, masquerade as one of your applications, and fill your system with bogus data. To cope with this problem, we use the quantum key distribution to create an encrypted channel between the server and the client. Then the data transaction will send via public channel.
Key generated by the QKD protocol is to be used in a one-time pad, it need to be as long as the message. This means that the user of a QKD device will typically be interested in large keys to be able to encrypt his or her message, which results in the demand for an efficient quantum key distribution scheme. To accomplish the research objectives, we divided the research methodology into three different phases.
In the first phase we will design and implement the QKD protocol in multi user communication. The most established QKD protocols that will be implemented is BB84. This QKD protocol will be used in order to convert all private keys into a common key. Then the private key will be shared among parties that involved multi user communication in cloud infrastructure. In the second phase a multi-party QKD authentication will be designed. All users whom communicate through quantum channels will be authenticated via challenge response to the users using authentication scheme. Our proposed multi-party QKD authentication will be executed in both public channel and quantum channel. The authentication scheme will be carried out using a tight finite key scheme on the shared private key among those parties in the communication system. The authentication scheme will involve the shared private key among those parties in the system. After that the finite key scheme will be generalized base on finite key length (r) and number of signal (N). The limit of finite key length (r) is depends on the number of signal (N). The finite key length can be represented as r = S(X|E)-H(X|Y ), where S(X|E) := S(X E)-S(E) and H(X|Y ) := H(XY )-H(Y ) are the conditional von Neumann and Shannon entropies. In our analysis it will involve entropies to quantitatively characterize problems in quantum information processing and quantum cryptography. In the case of 222 Quantum, Nano, Micro Technologies and Applied Researches many independent and identical instances of a task the von Neumann entropy is the relevant measure.
As a base study we refer the formula introduce by [14] .
Testing and verification will be executed in the third phase. The key for this proposed authentication of multiparty system using QKD protocol will be analyzed using Entropy Measurement such as Shannon Entropy, Mutual Information and Von Neumann Entropy. This asymptotic finite key analysis will produce minimum and maximum entropy. The minimum and maximum entropy will characterize the probability of the eavesdropper guess the secret key. This will reflect the possibility or eavesdropper to capture the secret key. Minimum entropy defined as equation (1) (2). Even though there is some argument [15] about equation from Renner &Konig 2005 [16] we still use it with relevant variable in it. We find out that the minimum and maximum entropy did play the important role in characterize the probability of eavesdropper guess the secret key.
The minimum entropy,
of a state ρ is usually defined as a maximization of the min-entropy over a set of states that are ε-close to p . It quantifies how many random bits that are independent of the memory E can be extracted from X. As for maximum entropy we follow the equation given by M. Tomamichel,2010 [16] .
The maximum entropy,as in equation (3), quantifies how many bits of additional information about Z are needed to reconstruct it from B . To get a secure key rate we extract secure key ( ε ) per block size that represent N=n+k, is as equation (4) . We use this equation from [14] as a based work study. In our study we will include accuracy as a reliable value. Accuracy is the value we have in the sifting phase where we devide the error and correctness of the key.
(1 ( )) 3log ( . The achievable key rate will be l/N, that deviates from its optimal asymptotic value. However, this equation is considering the quantum entangled state for single party. Therefore, secure rate formula dedicated for multi party in cloud is as followed (5). Number of clouds or party involved is represesnt as m.
After we get the secure rate, we will identify it efficientcy or level of difficulty to intercept the final key. As for the formula, efficiency is the value of secret key devide by number or party involved. The efficiency value should be less than 20%. The formula could be derive as below (6) efficiency m ε = (6) The security analysis will be based on the value of error correction and privacy amplification.
Summary
In a nutshell, for the popularity of cloud computing applications, the current authentication scheme being used is still relatively backward methods. Many of the key aspects of authentication can't guarantee effective control, especially in data transmission via a public channel. In this paper we are Applied Mechanics and Materials Vol. 481doing a literature review on existing authentication that already used in cloud infrastructure. We believe that classical approach needs some improvement in line with such threat of the network. Further research is in progress on developing a formula for authentication multi-party system using a tight finite key scheme in quantum key distribution (QKD) protocol. We hope with the proposed scheme it can be applied on any quantum key distribution protocol and able to authenticate the legitimate users.
